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A method for partially synchronizing a local database stored on a local computer and a remote database stored on a remote computer. 
The method includes forming a message including information related to a local update of the local database, selecting a path from one or 
more communication paths coupling the local computer to the remote computer to pass the message to the remote computer, and transmitting 
data including the message to the remote computer over the selected path. The method can include determining whether the local update to 
the local database should be sent to the remote computer. The method includes receiving the data at the remote computer, processing the 
message included in the received data, and providing the information related to the local update to a remote application executing on the 
remote computer. A remote database coupled to the remote application is then updated using the information related to the local update. 
Information related to an update of the remote can also be selectively sent to update the local database. Messages sent between a local 
computer and a remote computer can be passed through a networked server computer, coupled by wired or wireless data networks to both 
the local computer and the remote computer. 



BNSOOCID: <WO 994545 1A2 I _> 



F0& the pOrposes of information only 

Codes used to identify States party to the PCT on the front pages of pamphlets publishing international applications under the PCT. 



r. AL - 


Albania .._.„., 


E5 


^ Spain _ . _ . . 


LS 


Lesotho 


SI 


Slovenia 


AM 


Armenia" " V"" 


F! 


"" Finland - 


LT 


Lithuania. 


SK 


Slovakia 


AT . 


. Austria. t . „ . . 


. ra 


France 


LU 


Luxembourg 


SN 


Senegal 


AU 


' 'Australia" * " * : ^ 


r- ; - GA 


- Gabon * ■" • - 


LV ; 


Latvia' ' . •• ■ 


sz 


Swaziland 


. . AZ . 


Azerbaijan . - 


'. , GB 


United Kingdom 


MC 


Monaco 


TD 


. Chad 


BA 


Bosnia and Herzegovina ' 


GE 


Georgia 


* 1 MD 


-Republic of Moldova 


TG 


Togo 


BB 


Barbados. , 


CH 


Ghana 


MG 


Madagascar 


TJ 


Tajikistan 


BE 


Belgium ^ ' " " 




Guinea 


MK 


The former Yugoslav 


TM 


Turkmenistan 


BF 


Burkina jFaso 




Greece 




Republic of Macedonia 


TR 


Turkey 


BG 


Bulgaria ... . * 


HU 


Hungary 


ML 


Mart . - " 


TT 


Trinidad and Tobago 


BJ 


.Benin „ 


IE 


Ireland 


MN 


Mongolia 


UA 


Ukraine 


BR 


Brazil 


• r IL 


Israel • 


MR 


Mauritania - ~> 


UG 


Uganda 


BY 


Belarus , 


is 


Iceland 


MW 


Malawi 


US 


United States of America 


CA 


Canada ' ' 


- * IT 


V *tialy <■ 


MX 


-Mexico 


UZ 


Uzbekistan 


; CF; 


Central African Republic - 


JP 


Japan 


NE 


Niger . 


VN 


Viet Nam 


CO- 


Congo - • " ' 


' KE 


- Kenya ; * 


NL 


Netherlands 


YU 


Yugoslavia _ 


CK , 


Switzerland 


KG 


Kyrgyzstan 


NO 


Norway 


ZW 


Zimbabwe 


CI ; " 


Cote d'lvoire * 


J V, ^ 


Democratic People's 


NZ 


New Zealand 






. CM 


Cameroon 




Republic of Korea 


PL 


Poland 






CN ' 


' China' 


KR 


Republic of Korea* * 


PT 


• Portugal 






CU 


Cuba 


KZ 


Kazakstan 


RO 


Romania 






'* cz 


Czech Republic - 


IX 


Saint-Lucia • 


RU 


Russian Federation 






OB 


' Germany 


U 


Liechtenstein 


SD 


Sudan 






DK 


Denmark 


LK 


. Sri Lanka 


SE 


Sweden 






EE 


Estonia 


Ut 


Liberia 


SG 


Singapore 







8NSDOCID: <WO 9945451 A2 f > 



WO 99/45451 



PCT/US99/04723 



- 1 - 



REMOTE DATA ACCESS AND SYNCHRONIZATION 
Background 

5 The invention relates to data access and 

synchronization from a remote computer.. 

Access to" data is an important capability for 
users of computers that are physically remote from the 
computers holding the data. For example, a user of a 
10. mobile computer may need access to his electronic mail 
that is received and stored at a mail server computer on 
a local computer network at his home site. The. user may 
also need to access and modify a calendar and address 
book, or access other database information that is ^ . 
.15 maintained on an application or database server computer 
at his home site. In addition to using a remote .,, 
.computer, the user may at other times use a desktop, 
computer that is directly connected to the local computer 
network at his home site to access and modify data that. 
,20 he previously accessed from the remote computer. 

; A remote.. computer; may connect to an application or. 
database server computer over one or more of a number of 
different communication paths. ■' For' example:, . the remote 
computer may connect to the server or to a.' gateway 
25 computer on a local network using a modem. and a directly 
dialed' telephone connection.' Wire^ss, .access from the 
, gemote"' computer is also, jppssible using C 'qellular 
telephone modem and a dialed .telephones connection. 
Rather than establishing. a telephone connection from the 
30 remote computer to the served or gateway computer, the 
remote computer may establish" a. telephone .connection to 
an access point of. a dajta network, such, as' the Internet . 
Communication between the remote ComputerLand the server 
computer then passes through, the telephone connection as 
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well as. through the data _ network. In addition, the 
remote. computer may also communicate directly over a 
wireless (data network, such as a cellular digital packet 
data (CDPD) network, or the ARDIS or RAM networks , which 

5 .is coupled to , the server computer or . to the local 

...network... 

Communication paths between a remote computer and 
... a server computer eyre typically significantly more 

limited.. than., the communication path between a desktop 
10 computer and a server computer that are both directly 
coupled to a local computer network. Remote 
. communication may be limited to data rates in the range 
of .approximately 5-56kb/s, while local network 
. communication typically occurs at rates of l-10Mb/s or 
15 higher. In. addition, latency of communication may be 
: . ,;. signif icant > several ; seconds in some wireless data 
•networks, while typically being less than 10ms in the 
/ local, network. , \ , . 

Software on a ,r emote computer and on a server 
20 computer can take several different approaches to making 
; use,, of., ,the communication paths described above . One 
apprpach is ,to provide the remote computer access to a 
. local .computer network as if the remote computer were 
physically . connected to- the network. Essentially the 
25 same application programs and : communication, protocols are 
*then used on the remote computer to access the server 
■ computer as. on the .local .desktop computer. For example, 
in the, case of electronic mail, a remote client can 
-access a mail , server . using client^ application programs 
30. that use application layer communication protocols such 
as. POP,, SMTP, IMAP, or MAPI, to retrieve and post mail 
messages . ; - 

Computers, such as remote computers and desktop 
computers, that access a : server may keep local copies of 
.35 data stored, on the server. When these computers are able 
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to communicate with the server, they exchange all updated 
information thereby resulting in their local data being 
fully synchronized' with th'e server after such 
communication. 
5 Another approach to remote data access is to 

provide a pair of applications, one for execution on the 
remote computer/ aiid ahdtfi^r' to act as a proxy or agent 
application executing at the user' s home site. The proxy 
application interacts with the* server application over a 
10 high data rate communication path such as over a local 
computer network.' ' The cdmrtiuni'cation protocol between the 
remote* application and the proxy application is typically 
tailored to the type of data; : fof example tailored. for 
mail, and to* the characteristics ; o£^the : data channel 
15 being used. The remote appiication r catt-l>e used to simply, 
"view anid remotely mainifjulate datk r on x t?Se ; server computer,? 
or may keep a synchronised co£y oPthe J data. 

Yet another approach uses ^ network mail server 
coupled to'the user's horne si'te :: over a data network such 
20 as the Internet. : A pair of r applic'ktaofts, one executing 
'■ '"■ at the remote' computet" and the other : executing at. the 
network server / r are ilrsed^ ^ stored * 

orithe network seirVfer over ■a : *^i?e7Eess"tla-t:a network, such 
as the ARDIS* network/ Fair ' :: a : mkri- ^mess&ge to be 
25 accessible from the" remiote : cdmput6^, -the' message must 
have been eicplicitly ' addressed and -scht -to . the network 
mail server by the sender, or automatically forwarded 
fronfa mail server at the user's 'home site. This 
~ automatic forwarding m&y depend on^criteria such as the 
3 (J sender, other information in the message header, or 
information in the "body 'of the 1 messaige-itself . 

Summary 

In one aspect', in- gerierai , the invention is a 
method for partially' 'Synchronizing 7 -a ^local database 
3 5 stored on a local computer and a remote' database stored 
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on a remote computer.. The method includes forming a 
message, including information related to a local update 
.of the local .database, selecting a path from one or more 
, communication paths coupling the local computer to the 
5 remote ..computer to pass the message to the remote 
. .. computer, and .transmitting data including the message to 
the remote computer over the selected path. The method 
. can include determining whether the local update to the 
local database should be sent to the remote computer. 
10 The. method includes receiving the data at the remote 
. .computer, processing/ the message" included in the received 
data, .and providing the information related to the local 
update, to a remote application executing on the remote 
computer. The method also includes .updating a remote 
15 .database coupled to the remote application using the 
information .related to the local update. 
. . .. In. a second aspect, in general," the invention is a 
. ^method for providing a remote computer access to a local 

database. The method includes sending a message, 
20.. including information. related to a local update to. the 
local database, over.. a. first data network to' a networked 

- . computer,, and receiving the^ message at the networked 
^.computer... .A. networked database hosted on the networked 

computer, is then updated; using the information related to 
25, the local update. The. method also includes accessing and 
-updating- the. networked database f rom a remote computer 
over a second data network, and sending a message that 
-■. includes information related to the update of the 

- networked database from the networked computer over the 
30 first data network. The message that includes the 

information related to. the update of the networked 
. database is. re.ceived -.and the local database is updated 
. : using the information, related to the update of the 
networked database. 
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In" a third aspect , i& general, the' invention is a 
system that includes a local' databases ah agent for 
accessing information .related to* a : local update of the 
local database and for forming a message including that 
5 information for transmissiori to a J remote computer, and a 
message router for accepting '"the message from the agent, 
and- for selecting k path from one or more communication 
paths coupling the message router and the' remote computer 
to pass the message to the remote computer . The system 
10 also, includes a local ebmmunicat ion r inter f ace f or 

accepting data including' the message "and : transmitting the 
data to the remote computer over the selected path. 

Aspects' of "'"the! invention include 7 one or more of . ; 
the following features. •' 
15 " Information related to a remote ^update of the 

remote database is accepted 'from remote application. A 
return path is selected from the one; or more 
communication paths coupling the -local"- -computer to the 
remote computer to transmit the infbrtriatfion related to : 
20 the remote update" to the local computer/- and the 

information related to the 'remote- update is transmitted 
to the" message 1 router over the selected -return path . The 
local database is 'updated using the- information related 
to the' remote update . ;t ; - • " • - tU "~ 

1 25 'Determining whether the local update to the local 

database should be sent to- the remote computer includes 
" accessing a local application coupled- "Co the local 

database using a first ^application- cdtnmionication 
: protocol, such as MAPI) and providing'- 7 the information to 
30" the remote application uses 'a second application 
communication protocol; - such as POP'. ■"• 

The local database and the remote database include 
electronic mail messages , : or : include personal calendar 
information. " • 
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Transmitting, da: t a , to the remote computer over a 
selected path for a message ^includes transmitting the 
data to a -networked server ...over a first data network, 
such as the .Internet, storing the data in a networked 
5 database hosted on the networked server , providing the 
data from the networked database to the remote computer 
: oyer a second r communication network, such as a wireless 
idata network. . The message can be encrypted prior to 
.transmission to the. networked server and decrypted after 
10 receipt of the message at. the. remote computer. 

An advantage of the invention is that a remote 
: . user r .has the capability to maintain and manipulate/copies 
— of data on -his remote computer, without requiring that 
the data on the remote computer be fully synchronized 
15 ■Xi"^ -:that.;on -the server. Updates to the data on the 
; ir^mpter. epn^puter can ...bp selectively reflected on the 

-server,-.. Similarly ,, updates on the server computer can be 
selectively reflected on the . remote .computer . This 
approach': of- partial synchronization provides most of the 
20 .;beneJi#Scof ; complete synchronization with significantly 
reduc^d.-eommunicat ion requirements^ compared to. complete 
synchronization . . Partial synchronization avoids 
unnecessary^ expense if .the , cost of the. communication is 
based on, usage t and also avoids, unnecessary delays 
25 ..resultring. f rom large backlogp. pf .data to transmit. 
... . : ^ - Another advantage of the invention is that a 
■ .remote user ; can £ use standard. client application programs 

on the remote computer, rather than customized 
, application, programs, while realizing other advantages of 
30 :this,rinve.nt;ion.-;; . 

: , Yet, another advantage of the invention is that 
effective-: use of ; t communication channels is made by taking 
into account .the communication characteristics, such as 
• data: r^te and latency, as well as communication cost 
,35 structures, such: as per message, per byte, and per minute 
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based charges.' Fbr example short messages over a channel 
'V with a high per message cast can be avoided. 

In- the- case""" in which a : network server is used in 
conjunction with an" application or 'database server at the 
5 user's home si t^, this invention has the advantage that 
data is synchronized not : only oh the remote computer and 
the server computer; but- also on the network server. In 
this case/ the invention. also has the additional 
advantage thiat .additional data security -;f or data stored 
10 on the network server can : be provided^ using encryption of 

that date . " 

6ther features and advantages of' the invention 

: ' will be apparent from the following" description, and from 

the claims- r "'- 
1$ Descripti6n ; of "the -Drawings :: ... : :? 

Fig. la is a remote computer "coupled to a 

coirimunication server computer 1 -''fchrotfgtt ; various telephone 

and d£ta networks; c ' * " : v " - v ; ■■ 
■■ - ' Fig / lb is an application -datable server and a 
20 ' desktop computer coupled to a Communication" server. : 

computer bVdf'a local area "network; 

: ■ : ' Fig. : 2a is software -modules^ on* a: remote computer 

and on "a communication server computer;: 

"•- " ' Fig. 2 b is software -module s on 'an application and 
\ 25 database server and on 'a : desletop computer ; 

. : Fjftj. 3 is : 'a network-server coupled to a 
' ' ; d6mmuhi^a:tion ^server over -€he a'ntertist^ and . to a remote 

computer over a wirele&s network; v - 

; ' - ;: Fig . '4" is a network": server coupled to a 

30 communication server using http 1 modules ; and 
■ ~- : : " Fig. S is a network server which forms part of a 

distributed communication interface. 
; ' ■ Description 

: Referring to Figs, la and lb, -a remote computer 
35 110 is coupled to a communication server computer 180 
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through one or more paths through a communication network 
infrastructure made up' of various telephone and data 
.networks. Remote computer 110 is a lap-top, general- 
purpose .computer, but could. also be one of a variety of 
5 personal digital assistants (PDAs) , or a special -purpose 
device such as an enhanced cellular telephone or paging 
receiver. Communication server computer 180 is a general 
purpose computer that is coupled to ah application and 
database server 210 over a high-speed " local computer 
.10 network (local area network, ' LAN) 176, communicating at 
. . rates of l-10kb/s or higher. . Remote computer 110 

communicates with server computer 180 over one or more of 
. . a. variety of communication paths through the 

communication network "infrastructure. These paths 
15 exhibit various communication characteristics. The 

communication paths include the following: 
. • A bidirectional data stream over a dialed wired 

.telephone connection from a wired modem 126 at the 
^ remote computer, over wired public switched telephone 

.20 .network i PSTN) 152 to ' wired modem 184 at the server 
_ ^computer.. The data stream provides a data link for 
^Internet Protocol. (IP) data packets sent using the PPP 
protocol. The data rates on' this path are typically 
... _^ limited^ to approximately 33kb/s over standard 
■,25... ..telephone lines, although rates as high as 128kb/s are 
possible over digital (ISDN) telephone lines. Cost of 
communication is not typically dependent on the amount 
.of data sent, but may depend on the length of time 
connected. A modem 172 in a remote access server 170 
...30 coupled to a communication server 180 over LAN 176 may 
.be used rather than using modem 184 in the 
.. communication server. 
. , • . A bidirectional data stream over a dialed wired 
telephone connection from modem 126 at the remote 
35 , ; qomputer, over PSTN 152, to an Internet Point-of- 
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..Presence (POP) 158. The Internet is then used for the . 
remainder of the path, passing from POP 158 through 
Internet 160 to a gateway/ router r/4 "and then from 
gateway/router 174 over~ LAN 176 "to 'server computer . 
5. 180. The cost of communication' may depend on the 
length of time connected, due to a toll call being 
_ used, or due to charges from an Internet Service 
Provider that operates POP 158. ' "- 

• The .above two paths may use a wireless cellular 
10 modem 12 6 rather than wired modem 122 at "remote 

computer 110 . The 'wireless telephone call passes 
through cellular telephone network 154 to PSTN 152 and 
either terminates at a wired modem 172, 184 at the 
user's site, or at Internet POP 158 . Current cellular 
15 modem data rates are "limited to less "than 15kb/s over 
analog cellular telephone/ connect 16ns . A significant 
charge for connection time' may be incurred from the 
cellular telephone service' provider. 
• Rather than establishing a* wireless telephone 
20 connection whenever communication' between the remote : 
computer and the user's sitet is heeded, a wireless 
data interface 124, such a's^a 'J5ac*ltet radio modem using 
the CDPD protocol ," can' be used to ' access a wireless 
data network 156. " Wifeless' data interface 124 
25 provides a "relatively low speed*" data channel. In the 
case of a~CDPD modem, wireless network 156 is coupled 
to Internet 160. The commuhicatibn path to the user's 
site then passes * through the Tnfernet and 
gateway/ router 174 to communication server computer 
30 .180. Current data rates ' ari limited to approximately 
9kb/s and a latency of' up to several seconds. Cost of 
communication may be based oh the total amount of data 
transferred. Other VlrSTeks" data . network connections 
are available using the AitDIS 6t RAM systems. In 
35 . these systems, wireless data interface' 124 is used at 
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remote computer 110, and a compatible wireless data 
interface 188 is used at communication server 180. 
The cost of communication" can be baised on a 
.^combination of amount of data transferred as well as 
5 the number of messages' sent . It can be expensive to 
send many short messages that do ndt~ contain much 
information^" • Wireless data interface 124 can 
. also be a two-way paging receiver. Communication 
rates are very limited using such systems. 
10 ... ^ Communication from' the remote computer" using the pager 
is also very limited. NZommiinicat ion cost is also 
\. based on amount of data transferred and number of 

........ rr •,. ^..messages, . 

Remote computer 110 includes communication 

*. 15 peripherals ,12 0, including or more of* wired modem 122, 
.. witless, modem 126, and wireless data interface 124 
. .de.sc^ib^dlaboye .. The remote computer , also includes a 
t general purpose processor il2* coupled to communication 

peripherals. 110, for example" over a communication bus. 

.20 The processor is also coupled" to working storage 114, 
r J .„ suqh as . dynamic. RAM ^ as well as permanent storage 116, 

. f pr example, a magnetic disk 'of "an EPROM . User interface 

' devices 115, such as a graphical display , keyboard, and 

t^ckball; are also coupled to processor 112 and are used 
•.. . . ■ .25 . by a. remote user, to interact with application programs or 
to configure .and maintain communication software on the 
.. ^ ... remote, computer . _ 

_ At the. user's home site, communication server 
./computer 180 includes communication peripherals 182 , 
. . 30. including a network interface 186 : coupled to a LAN 17.6, 
. ^ and may include one of wired modem 184 and wireless data 
~ interface 188. depending on the type of remote 

. communication paths supported by the communication 

server.,,. Communication server 180 has a general purpose 
-.35. . processor. 190,, working storage 192, permanent storage 
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194, and user interface devices 196. The communication 
. server may also have access ^to gateway/router 174 and 
... reniote access, server 172 through network interface 186 

and LAN 176. Gateway/ router 174. provides an interface to 
.5 Internet 160. Remote access Server i70 provides access 
to wired modem .172 which may be shared with other 
computers on LAN 176 . 

Referring to Fig! lb, also coupled to the LAN 176 
is an application and database server computer 210, which 
10, includes a processor 212 , working * storage 2X4 , permanent 
storage 2.16 on which data is stored, and a network 
interface 218 coupled the processor to LAN 176. 

Also coupled, to LAN 176 is a desktop computer 220 
which may be used" by the user when he is at his home 
.15 site. The user can access applTcatiolT "a'nd database >v 
server 210 from two different compute^/ remote computer 
110 and desktop computer 220 ."' The':'desfetip computer 
includes a processor 222 , working and permanent storage 
224 , ,226, netwotk" interface 1 228 arid 'usef ^interface 
20 devices 230. „ 

' ■ Referring to Fig. 2a, remote modules 310 include 1 , 
instructions and data hosted oh' remote' computer 110 and 

V . communication /server modules 3 J0' include instructions and 

data hosted on co^unicatiori" setv'er 'computer 180. 
25 Referring again to Fig. la,' the remote modules are stored 
in workihg arid permaheht storage TIC, 116 and are 
executed by processor 112. on demote computer 110. 
Similarly, the communication 'server modules are stored in 

V "working and permanent stoiraige T92 , 194 : 'and executed by 
30 processor 190 on communicatioh setVeir computer 180. 

Drivers and communication services 32 0 in remote modules 
310 shown, in Fig. 2a are coupled to "drivers and 
communication services '348 Tn cbmmu'nication server 
modules 330 along a 'communication path 310. Referring 
35 again to Fig.' la*, communication^ path'" : 3 10 passes through 
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- communication peripherals 120 on remote computer 110, 
through one. or. more of telephone and data networks 152, 
154, .156,. 160.,., and .through communication peripherals 182 
.on communication . server . computer 180 . Referring to 
5 Figs. 2a .and 2b, communication server modules 330 are 

: coupled over, cpmmuiiication path 370 (passing through LAN 

~ "■ -135); -to application'; server modules 360, hosted on 
.■ .application and database server. computer 180 (shown in 

-Fig. -lb) . . Application server. modules 360 are also 
10 coupled over communication path 372 (passing through LAN 
176.) to desktop modules 380, hosted on desktop computer 
. 220 tshown,,in Fig. lb) ... 

. , . ; . . Referring „again to Fig. 2a, remote modules 310 and 
communication server modules 330 provide a mechanism for 
- 15 . : applications, on ,ti^ remote computer to communicate over a 
V telephone- oi^ data network with corresponding agent 
r : modules on x ,the communication server . In particular, a 
-standard .application ^and database 312 communicates with 
,, - the ^communication r s^ir^er via an application hook module 
, 20 - 3^14-^ Th^ application hook module provides a standard 

..-interface tQ -application -3 12,,. for example .using industry 
, --. - standard MAPI- or. POP, protocols, and sends messages to and 
.. receives messages, from a ; corresponding agent module 332 
o :; at.cthe f Gomm . Custom application and 

- 2 .5- -database 316,,. can also interchange messages with a 
corresponding agent module 332 at the communication 
.. . server -without requiring the services of an application 

-hook ..module using.. an .interface that may be particular to 
. transaction layer 318. An agent, module 332 at the server 
: 30 computer- communicates with standard and custom 

applications on. remote computers, and couples those 
•. : remote applications to a corresponding server application 
- 362 -(shown, in ... Fig.. 2b) executing, on an application and 
...... database .server computer. 210 (shown in Fig. lb). Desktop 

35 software and data modules 3 80 are hosted on a desktop 
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computer 220, and include V desktop application 383 which 
also communicates with r server application' 362 . In 
" general, agent module 332 and desktop application 382 

communicate 'with server application 362 using the same or 
5 similar .protocols in order to access and* manipulate data 
in database i 64\ : In particular", for an electronic mail 
'application such as^ Microsoft - Exchange server , agent 
module" 332 "and desktop kpplrcatiori r 3 ; 82 communicate with 
server application 352 "using the MAPI communication 
10 protocol. 

Communication" between atf application hook 314 or a 
custom application 316 brv a remote computer and an agent 
module on the communication server is message based. 
Communication logically f Tows Between : i.ri- application hook 
15 314 or" a custom application : 3T6 :: and : ' an'-^ agent module 332 
' along a logical communicat ton" path 3 0*6^ - Logical ' 
communication path 3 0 6'," including the support forr 
addressing, ackhdwfedgmentsr c and d r at ; a : 1 Ink control, is 
provided' by transact £6n /: layer ^2: 8 r; *;ahd driver and ^ 
20 " communicat ion services 320 on c the -remote' computer 
message router ' 334", communication 'interfaces 340 and 
drivers '* and communication services 34-8 -on the 
communication" server, ahd^ cbnimi^ication/path 310 . 
corresponding' to" the peripheral : devices 'and network 
25 connections between the remote -cdmpufcei?* and the 
commuhi cation %erver computer': - * 

" ^'Tr^nsaLct ion layer 318 on the" remote computer 
: ' provides four basic services to ari^application hook or a 
: 1 custom application , - The first two -services allow an 
S'O application hook or "a Custom application to register and 
unregister itself . Ah application registers itself by 
providing a symbolic name fr.evv' a-'-character- -string)... 
The transaction layer can- then' route messages received 
from the communication -server' -that are addressed to the 
35 application with' that registered name."' The other two 
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basic services, are used to send and to receive messages. 
A message sent by an application hook of a custom 
application includes a data portion that" does not to be 
interpreted by the transaction layer, arid a portion that 
5 identifies a\c6mmunication server and an agent on that 
server using symbolic names. Transaction layer 318 
includes configuration data 317 that is maintained by the 
remote user using a graphical user interface (GUI) 319. 
This configuration data provides' information necessary 
10 £or transaction layer 318 to determine which 

communication path from the remote computer to the 
communication server computer should be used for any 
message received from an application or application hook. 
In particular one function of the transaction layer is to 
15 map the symbolic name for the communication server into a. 
network address, such as a telephone number, an IP 
address, or an ARDIS address, needed for delivery of the 
data in the message. 

If transaction layer 318 is configured to send a 
. 20 . message over a wireless data network, the transaction 
layer accesses lower-level communication' services 
associated with that network] For example, if a cellular 
CDPD ^network is to be used, transaction layer 318 calls 
UDP related routines in UDP/IP/CDPD* interface 324 . If 
25 the message is larger than "can be handled by a single UDP 
message^ (datagram) due, for example^ to constraints 
imposed by the network, the transaction layer sends the 
message in a sequence of UDP datagrams. 

At the communication server computer, drivers and 
30 communication services 348 receive the^message and buffer 
it until qne^ of communication interfaces 340 requests 
data.. . , / 

One. of communication interfaces 340 then requests 
da.t:a from drivers and communication services 348, accepts 
35. the data,., and reconstructs a message, ' for example, 
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combining multiple data packets if necessary to form a 
single message. The message, including the name of the 
addressed agent, is then available to message router 334, 
Message router 334 provides a communication 

,5 interface to agent modules 332. Agent "modules register 
themselves by name, in a similar manner as application 
hooks and custom applications register themselves with 
the transaction layer on the remote computer . When an 
agent module 332 requests data from message router 334, * 

10 the message router determines whether any messages for 
that agent are currently queued to be delivered and 
provides any such messages to the agent i 

An application hook 3il4 "or custom application 316 
on the remote computer has three options related to 

15 acknowledgment of messages sent to" : ah agent '332. The 

first choice is that no acknowledgment" is provided. The 
application receives no indication \if" a' message is lost 
or delayed.. The second choice' is that' once the message 
is reconstructed by one o£ the communication interfaces 

20 340 at. the communication server , an* acknowledgment . is 
sent back to the sending appficatiori hook or custom 
application. The third choice is "for the sending 
application or application 'hddk 'to' receive an 
acknowledgment when message ^router' 334 provides the 

25 message to the destination' agent-module . 

the acknowledgment messages sent' back to the 
remote computer may have different levels of urgency. 
For example, a' conf irmatibh that a request for a stock 
trade has. been receivecL by an agent module may require 

30 quick acknowledgment ," possibly in* the birder of seconds, 
-. while acknowledging the transfer of tnessages containing 
an updated address in an address book" may be much less 
urgent. Most typically, application hooks and custom 
applications are designed so "that" acknowledgments of • 
35 successful transmission of messages is ; not "needed, 
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relying instead on application layer protocols above the 
message transport over logical communication path 306 to 
deal, with communication errors and" delays. 

Messages from an agent module "at the communication 
5 server to an application hook or custom application on 
the rernpte computer are sent in a similar fashion. The 
agent provides a message addressed to a particular 
application and remote computer to. message router 334 . 
. The .message. router includes configuration data 336 that 
. 10 is maintained by a user using GUI 338. The configuration 
data includes information that is used by the message 
.router to determine over which communication path to 
transmit the message to the remote computer. The message 
router then passes the message to one of the 

15, communication interfaces 340 based on the communication 

, . ..^ v . path. .chosen,. Configuration data 334 "also includes 
.information needed by the communication interface 
: translating the symbolic name of a .'remote computer to an 
, : . address suitable for delivery of the message over the 

.. 20,. communication .network used for the selected communication 

■ ^ . path. /V ....... 

. The chosen communication interface accepts the 
message and then., either passes the message immediately to 
the appropriate modules in. driver and communication 
25 -services 3.48/ or buffers the message for later 

.transmission if the remote computer cannot be accessed at 

■ .that - time . 

In order to optimize communication over a 

particular type, of communication path, a communication 
30 interface,, for example,, wireless data netwprk interface 
346, may buffer .several messages, before transmission. 
This ^lipws.,'t;heVonuhuhication interface to aggregate the 
messages;. Into a larger data packet for transmission over 
the communication path. This may be desirable to reduce 
- 35 communication cost on a path where there is a per-message 
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cost. In order that : a~ message not be delayed too long 
using such an aggregation mechanism, the agent module may 
specify a time limit by which time a message needs to be 
sent to the remote computer. 
5 a communication interface may also be configured 

to prevent transmission of excessively long messages. 
For example, there may be a size limit" ~:for messages for 
transmission over a slow or expensive communication path. 
Referring to Fig.' 2 a", * and as described above, 
10 application hook 314 and custom application 316 make use 
of the communication mechanism for- transmission of 
messages over logical cbmmuhicat ion path 306 . Delivery 
of messages is" not necessarily instantaneous and may be 
significantly delayed. Delivery is riot 1 necessarily 
15 reliable, application hooks and Custom applications mayr^ 
choose not to require end- to -end Acknowledgments. The 
application hook or custom" application' may rely on 
application layer protocols for "error 'handling. 

Referring to Pigs." 2a' and 2b, : agent module 332 - 
20 couples the application hook or "Custom application to 
server application 362. Agent module "3 3 2 communicates 
over communication' path 370 to application server modules 
"360~ Agent module ''332 communicates "with server 
application '362 .using ah appropriate application layer 
25 communication protocol. Ageilt module 33 2 may include 
library routines' which provide a software interface 
within the agent module and provides support for the 
application layer protocol, and communicates using 
drivers and communication services' 348 with the server 
30 application. An example 7 o*f use of- such a library 

mechanism is an agent module which uses a dynamically 
linked library (DLL) irripiemeiitiing a MAPI interface for 
communicating with a Microsoft Exchange server 
application. 
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In the case of electronic mail, agent module 332 
is a mail agent . The mail agent perf onus one or more of 
the. following functions. Periodically, "the mail agent 
queries server application" 362 to determine whether new 
5 mail has been received' for a particular remote user. The 
server application maintains a database 364, in this case 
a database of .mail messages. If the sierver application 
determines that unread maii is stored in database 3 64, 
this unread mail is provided to. the mail agent. The mail 
10 agent determines whether the* received mail should be 
fgrwarded to the remote computer. This decision may be 
based on a variety of" factors", including the sender or 
other information in the message header, the length of 
the_ message, or information related to attachments to the 
15, nvessage. Having decided to forward a message to a remote 
cpmputer , the mail agent constructs a message including 
..... tlxe.. -mail message and addressed by name to the remote 
cpmputer and the remote mail application, and then 
provides the message to message router 334. 
. : 2.0 „ ..At the remote computer," a standard application 312 
is ,used .to access electronic mail.. A corresponding 
. .application hook 314 has previously registered itself 
,with. transaction layer 318* with the name of the remote 
. .mail application. This application hook receives the 
25. jnessage , sent by the mail agent, extracts the mail message 
and; provides the mail message to the standard mail 
. application by writing the mail message in a shared 
directory of a file system on the permanent storage of 
the remote computer. Other methods of communication 
30 between the. application hook and the standard application 
may also be used, depending on the standard interface 
..... ; supported, by the^ application. 

The user of the remote computer interacts with the 
mail application, reading the newly received message, 
.35 Haying read the mail message, the mail application marks 
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the mail message as "read" so that" it is not presented to 
the user again as a newly received message. In order 
that the same mail message is : not presented as newly 
.received when the user accesses database 364 for desktop 
5 computer 22 0 at a later time, the application hook sends 
a message to the mail agent with instructions to mark 
that mail message as read. The mail agent then 
communicates with server application 362 and the message 
stored in database 364 is marked as read. Similarly, if 
10 . the remote user files the mail message in a folder or 
directory, or deletes it altogether, instructions to 
reflect those changes are sent to the mail agent. It may 
also be possible for the user to explicitly manipulate 
the local copy of the mail database without reflecting 
15 the changes in the database' on' the' "application server 
computer. For example, the user may" 'delete messages on 
the remote computer to recover "limxt'ed storage space, 
without having those mail messages" "delisted on the 
application server. Also,"' messages 5 ' that are read on the" 
20 remote computer may not be marked as read on the 

application server, for example, : if "'the 'remote user wants 
to have them pr§sente*d' as unread whe'ri he accesses the 
mail database from the desktop" computer at a later time. 

Note that the remote mail ^ application maintains a 
.25 database as if it is totally synchronized with the mail 
database on "the application server:/ " However, due to 
factors including the mail agent sei^tiVely forwarding 
messages, a user choosing not to reflect changes such as. 
deleting and marking messages as read, and the delay and 
30 unreliability oi message delivery; the databases may be 
'only partially synchronized'. 

A user may access an application server "f rom a 
desktop application 382 prior to' messages sent from the 
mail kgent being delivered to the remote computer. For 
3 5 example, newly arrived mail messages m&y have been sent 
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by the mail agent through the message router and may be 
queued for transmission in the wireless data network 
interface . If the user now reads those mail messages 
from. the. desktop, computer, the mail agent determines that 
5 delivery of previously sent messages is no longer 

necessary and sends a ""flush" message through the message 
router... The message router passes this flush message to 
. , the communication interface where the mail message can be 

erased if.it has not yet been sent. 
10 , In the case of . electronic mail , the application 

hook or custom. application and the mail "agent communicate 
- . • using an application layer protocol that is not specific 
....... ...to ..any ..particular mail system. In this way, a mail 

client for one_type of mail system, J for example Microsoft 
., -1.5 ..Exchange, can communicate with a mail application server 
i. .for, another mail system, for example Lotus cc:Mail. 
v- _,. i .. f .... Jn addition to electronic mail, similar 

. cooperating/ a,pplicat ion hook and agent modules support 
-.data access and partial synchronization of personal 
: . 20. information databases, for example containing a personal 
calendar and address book. In addition, custom 
, -applications, may : provide access, to a database, such as an 
-inventory database for a mobile inventory control 

; . . * application.. .': ........ 

25 Referring to Fig. 3, a second configuration 

- - involves a network mail server 420 coupled to a 

communication server 430 over Internet 452 and coupled to 
a remote computer 410 over a wireless network 450. In an 
..arrangement similar tp that of the previously described 
30 configurations, an agent module 432 executes on 
. communication server 43 0 and interacts with a server 
application 44? that maintains a database 444 on an 
- application 'server 440^. The communication server and the 
application server are situated at the user's home site, 
• 35. while .the .network mail server is geographically separated 
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from the communication and application servers, as well 
as from the remote computer. 

Network mail server 420 is configured to receive 
electronic mail for registered users of that server, to 
5 maintain that mail iti network mail database 422, and to 
post mail through the Internet, on behalf of the 
.registered users. The mail is sent and received by- 
Internet mail interface 426 using the SMTP application 
layer protocol . When incoming "mail is received by the 
10 network mail server, -it is stored in network mail 

database 422. A remote user accesses the stored mail 
from a remote computer 410 using remote application and 
wireless interface 412 executing on the remote computer. 
The remote computer and the rietwdflc communication server 
15 are coupled by a wireless network 4"S0 , ' f or example an ^: 
ARDIS packet radio network: ' a" ■ wireless c interf ace 424 on ' 
: the network thail server provides^ the remote computer 
access "to the network mail database" through the wireless 
network." In this configuration/ the "remote application 
20 either does not maintain its 6wh local-; .copy of mail, or 
its local copy is syrichronizea *'with r the copy in network ' 
database 422. ' One mode of "~ making - use "of the network, 
mail server is to forward ifia if received at application 
server 440 to network mail stiver 420 ^or access by a 
25 remote user. " " ~" " 

"Rather than "forwarding mail from' the application 
server 440 to network" mall server 4 20/ agent module 432 
is used to maintain partial synchronization between 
network mail database 4*22 and database 444 on the 
30 application server." After a mail message for a user is 
received and stored in database 444 , agent module 432 
determines whether that message^ should be sent to the 
user at a remote computer.' If it" should be sent, agent 
module 432 sends a message to network- mail server 420 so 
35 that the mail message cdn be stored iii network database 
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422 where it is accessible to the user from remote 
computer 410. 

Referring to Fig. 4', communication server 430 
includes a message router 460 'and a hyper-text transport 
5 protocol (http) client interface 4 60 on the communication 
path joining' agent module 432 and network mail server 
420. Internet interface 426 on- the network mail server 
includes' an. http server interface 466, ' ai transaction 
layer 4 68/ antfV custom interface application 470. 
\ 10 " If the remote user accesses ' mail stored in network 

mail database 422 ' and updates the database, for example, 
by marking message's as rea'd/ deleting messages, or by 
filing messages in folders, custom interface application 
470 send a message to agent module : 432 with instructions 
\ 15,. to update "database 444. Similarly, if the user posts a 
message,, that message is sent by custom interface 
application 470 to agent module 432' and : then to server 
" ' " application 442 from where^the message' i% transmitted to 
: the intended recipient Custom interface application 470 
20 andTagent module '432 communicate along a logical 

con^unication path 472 using message passing technique 
~such as that described in "the previous configuration. In 
particular,' messages sent between custom interface 
application 470 and agent mddule '432 *have the identical 
25 form as messages sent between an application hook 314 and 
■ an agent module .332 shown in Fig. ; 2a : Furthermore, agent 
module 432 is not necessarily Swa^e that it is 
communicating with network mail" s^rveir "420 rather than 
with an application hook 314 on a remote computer. The 
30 agent module addresses messages'* symbolically and provides 
. them to message router 460'. Cuistom interface application 

— 470 addresses messages symbolically and provides them to 
transaction layer 46$ for delivery to agent module 432. 

In certain installations, a gateway/router on the 
3 5 path between communication server 43 0 and the Internet 
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452 may include a gateway filter 4 64 that limits 
communication, for example, limiting communication to 
selected communication ports or to communication using 
selected. application protocols for security reasons.. In 
5. the conf iguration shown in Fig. 4, gateway filter 464 
"allows communication using, the- hyper- text transport 

protocol (http) passing messages formatted according to 
; the. hyper -text, markup language (HTML) \ ' In order to pass 
-messages between message router 460 and transaction layer 
10 468 without filtering, http client interface '462 embeds 
outgoing, messages in HTML format communication using a 
tunneling approach. Http server interface 466 extracts 
: .the message from the HTML data stream and provides it to 
transaction layer 468. Messages from transaction layer 
,15 468 to, . message router 460 are ^provided. £n HTML format 
responses "to, requests from'http^^ 462 to 

http server interface 466, for 'example ~fn a polling 
arrangement . in which the client- interfkae periodically 
requests messages from the server interface . 
^20 ^Referring to. Fig. % "a thi^ . 

" makes uss. of network mail server 420 for' accessing and 
synchronizing "data between remote; computer 410 and the 
application, server '44V. Acjent 432 "is coupled to 
application server 440 as "in the previous configurations. 
, 2S . In order ..to send a message to ^ t he remote computer, agent 
432 passes a message to a network server interface 474 
that passes the message to a communication server 
interface. 476 on network mail " server 420\ Network server 
interface 474 include a message router* and an http client 
30.. interface, and communication server interface 476 

.includes a http server interface, a transaction layer, 
and a .custom interface ~ application, as in the previously 
described configuration. ' Communicatibh server interface 
476 stores received messages in network mail database 422 
3 5" for later retrieval from the remote computer. When 
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remote computer 410 and network mail server 420 are in 
. contact over wireless, network 450, messages destined for 
the- remote . computer that are stored in the network mail 
. database are. passed through remote computer interface 
5 478, wireless network 450, and wireless interface 414, 
-and provided;. to transaction, layer . 413. Transaction layer 
,413 communicates with, -.a remote application 412 which 
• .. accepts the. message,.. The remote application may be the 

. combination of an application hook and a standard 
10 application, or a custom application as in the previous 
: configurations v . .Message? firqm ^transaction layer 413 to 
agent 432 -are similarly buffered in network mail database 
422. In this way, remote application 412 and agent 432 
are coupled by a logical communication path 480. The 
15 combination of network server interface 474, 

communication server interface 476, network mail database 
422, and remote computer interface 478 logically forms a 
distributed communication interface 482 for communicating 
between an agent and a remote computer over a wireless 
20 network. In this way, neither agent 432 nor transaction 
layer 413 are necessarily aware that messages are 
buffered on a network mail server 42 0 rather than being 
sent directly between communication server 43 0 and remote 
computer 410. 

25 In this third configuration, messages stored in' 

network mail database 422 can be encrypted to provide 
additional security. In particular, the message content 
may be encrypted and decrypted in network server 
interface 474 and wireless interface 414. The network 

30 mail server does not require access to the content of 
messages sent . by agent 432 or remote application 412. 

Also in the third application, remote computer 
interface 478 may be identical to wireless interface 424 
in the second configuration. That is, the network mail 

3 5 server may not be aware of the nature of the remote 
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application arid wireless interface- executing on the 
remote computer. In this way, the network mail server 
can concurrently support J the communication approaches 
described in the second and third configurations 
5 -described above . 

It is to be "Under stood "that while the invention 
has been' described in 'conjunction with the detailed 
. description thereof, the fbregdirig Rescript ion is 
intended "to illustrate ^and not limit/ -tire scope of the 
10 invention, which is defined "by the -scope of the appended 
claims.' Other aspects/ advantages; -and modifications are 
within the idope of the following -claim's . 
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>. 1. A method for partially synchronizing a local 
database, stored on a local computer and a remote database 
stored on a remote computer, the method comprising: 

forming a message, including information related to 
5 .a . local update of the local database; 

selecting a path from one or more communication 
..paths coupling the local computer to the. remote computer 
. ...tp : pass the. message to the remote computer; 

transmitting data including the . message to the . 
10 remote computer over the selected path; 

receiving the data at the remote computer; 
processing the message included in the received 
data and providing the information related to the local 
update to a remote application executing on the remote 
, .15 computer; and. . 

L ^ updating, a remote database coupled to the remote 
application using the information related to the local 
update . . 

. . . . 2. „ .The. methpd of claim 1 further comprising 
20 determining whether the local update to the local 
database should be sent to the remote computer. 

„. r „.3 . The method of claim 2 further comprising^ 
accepting from the remote "application information 
■ ... related, to a remote update of the. remote database; 
25 selecting a return path from the one or more 

communication paths coupling the local computer to the 
remote -computer to transmit the information related to 
the remote update to the local computer; . 

transmitting the information related to the remote 
3 0 update .to the message router over the selected return 

path; and , 

• updating the local database using the information 
related to the remote update. 
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4 . The method of ' claim 2 wherein: - 
determining" whether the local* update to the local 
database should be 'sent to ' the remote computer includes 
accessing a local application "coupled to the local 
5 database using a first" application communication 
protocol; and wherein 

providing the information to 'the remote 
application uses a second'" application communication 
. protocol . 

D 5 " The method of 4 wherein the first application 

communicatioh protocol is MAPI and the second application 
communication protocol is" POP. 

6. The method of claim 3 ~'wfteifc£i'n the local 
database and the remote database" include electronic mail 

5 messages. 

7. The method of claim 3 wherein the local 
database arid ! the remote* database include personal 
calendar' information. " 

8 . . The method of claim 3 further comprising 
0 setting configuration data'/ and wherein selecting the 

path from the one or more" "commiiilicat ion paths for 
transmission to the rembtl computer' includes accessing 
that configuration data. 

9. The method of claim 8 further comprising 

5 setting configuration "data on the remote computer, and 
wherein selecting the return 1 £ath from the one or more 
communication paths for' transmission to the local" 
computer includes accessing thit configuration data. 
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10. The method of claim 3 wherein transmitting 
.the data to the remote computer over the selected path 
for the message includes : 

transmitting, the data to a networked server over a 
5 first data network; . 

•„.■'. storing the data in a networked database hosted on 
..the networked server; 

providing the data from the networked database to 
the remote computer over a second communication network; 

1Q 11. The method of claim 10 wherein the first data 

network is the Internet and the second data network is a 
. wireless data network. 

12. The method of claim 10 wherein the data is 
, : ..stored in the. networked database as electronic mail. 

15 . . ,13.. ..The method of claim 10 further comprises: 
: r , encrypting the message prior to transmission to 

the networked server; and 

decrypting the message after receipt of the 

message at the. remote computer. 

20 14. The method of claim 1 further comprising : 

. f . - . establishing the selected path, wherein the 
selected path passes through a communication interface; 
and 

buffering the data in the communication interface 
25 until the selected communication path is established. 

15. The method of claim 14 further comprising 
. combining rdata, for a plurality of messages for 
transmission to the remote computer as a single 
. transmission packet. 
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16. A method 'for providing a remote computer 
access to a local database, 'the method comprising: 

sending a message, including information related 
to a local update to the local database over. a first data 
5 network to a networked computer; 

receiving the message at* the networked computer; 
updating a networked' database hosted on the 
. networked computer using the . information related to the 
local update; 

10 accessing and updating the networked database from 

a remote computer over a second, data network; 

sending a message' that includes information 
related to the update of the networked database from the 
networked computer over the first data network; 

15 receiving the message thaft includes the 

information related* to th4 update "of "the networked 

database; and. 

updating" the local database using the information 
" " -related ~td the update' of the hetwbrked database. 

20 17^ The" method of claim 16 wherein the first data' 

network is the Internet and'" the' Secoftd^data network is a 
wireless data network. 

18 . The method' of ' claim 16 wherein the local 
database and the networked" database Include electronic 

25 mail messages. 

19. The method of claim 16 wherein sending the 
message that includes information related to the local 
update includes sending a message formatted as a request 
for data "using, an application pro'tocol / and receiving the 

30 message that includes the c information related to the 
update of the networked' database 'includes receiving a 



BNSOOCIO: <WO 994S451A2_U 



WO 99/45451 



PCT/US99/04723 



- 30 - 

.message formatted as a response to a request using the 
application protocol; 

whereby communication between the local computer 
and the remote computer passes through a gateway device 
5 which restricts communication to protocol^ including the' 
application protocol. 

,20. .The method of claim 19 wherein the 
application protocol is http and the messages are 
formatted : usjlng HTML.. 

; 10 21. A. system comprising : 

a local database; 

an, agent for accessing information related to a 
. . , ■ . loc^al update of. the local database, and for forming a 

.. , mesjsage including that information for transmission to a 
15 f reitpte. .computer ; . 

,., a. message router for accepting, the message from 
the agent, and for selecting a path from one or more 

, communication paths_cpupling the message router and the 

- remote computer to. pass; the message to the remote. 
20 computer; and, - 

~. a , local communication interface for accepting data 
including the message and transmitting the data to the 
remote computer over the selected path. 

/ . 22 . =.. ..The system of claim 21 wherein the agent 
25 further determines whether the information related to the 
local update should be sent to the rempte computer. 

23. The system of claim 22 further comprising: 
.'j' - - a remote database; 

a. remote communication interface on the remote 
■ - .30 computer for accepting the transmitted data including the 
message; and 
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a remote 'application for accepting the information 
related to the local update from the remote communication 
interface, and* for updating the remote database using 
that information . 

5 24. The .system of claim 23 wherein 

the remote communication interface further accepts 
information related to "a remote update to the remote 
database and" selects' which of the One or more 
communication paths coupling the ; remote computer to the 
10. message router should be used to transmit the information 
related to the remote update to the message router. 

25 . The system of Claim 23 wherein the remote 
communication interface includes' a 'hoolc module that 

. accepts the message includihg ' the fhforaation related to 
15 the local update and. provided" tffe' -information to -the 

"remote application over an ^"plication program interface. 

26. The system bf cfdim 2 1 : further comprising a 
networked server' f 6r . receiving' the data- transmitted from 
the local - communication interfaced including a database 

20 for storing that r data' prior to communicating with the 
remote "computer/ "~ ■.<.-•=....!..■ t. ..... 

27. Software stored on a computer readable medium 
' for causing a computer to' perform the functions of: 

assessing information' related to an' update of a 
215 local database; 

determining whether to forward the information to 
a remote computer; 

selecting a communication path for passing the 
information to the" remote computer; 
30 forming a message 'including ; the information; and 
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"sending ,the message on the selected communication 
path to the remote computer. 

28. Software stored on a computer readable medium 
for causing a computed to perform the functions of: 
5 accepting a message from another computer 

including; remot v e update information related to a database 

update; - ' ? • '. ^ I * ■ " ' 

providing the • remote update information to an 
applicatiqn.pr6gram for updating. a local database stored 
10 on the computer;^' 

accepting local update information related to an 
update of the local database from, the application 
, program; 

" : determining whether to send the local update 
15 information to the other ComputerLand 

i sending the local update information to the other 
computer.. I • ■ 
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